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Vulnerabilities by Host




145.14.166.225

CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 9
SEVERITY CVss VPRSCORE EPSSSCORE PLUGIN NAME
V3.0

INFO N/A - - 45590 Common Platform Enumeration (CPE)

INFO N/A - - 54615  Device Type

INFO N/A - - 11219  Nessus SYN scanner

INFO N/A - - 19506  Nessus Scan Information

INFO N/A - - 209654 OS Fingerprints Detected

INFO N/A - - 11936  OS Identification

INFO N/A - - 10622 PPTP Detection

INFO N/A - - 25220 TCP/IP Timestamps Supported

INFO N/A - - 10287  Traceroute Information

* indicates the v3.0 score was not
available; the v2.0 score is shown

145.14.166.225 4


https://www.tenable.com/plugins/nessus/45590
https://www.tenable.com/plugins/nessus/54615
https://www.tenable.com/plugins/nessus/11219
https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/209654
https://www.tenable.com/plugins/nessus/11936
https://www.tenable.com/plugins/nessus/10622
https://www.tenable.com/plugins/nessus/25220
https://www.tenable.com/plugins/nessus/10287

145.14.166.226

CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 3
SEVERITY CVss VPR SCORE EPSSSCORE PLUGIN NAME
V3.0
N/A - - 11935 IPSEC Internet Key Exchange (IKE) Version 1 Detection
N/A - - 19506 Nessus Scan Information
N/A - - 10287  Traceroute Information

* indicates the v3.0 score was not

available; the v2.0 score is shown

145.14.166.226


https://www.tenable.com/plugins/nessus/11935
https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/10287

145.14.166.227

CRITICAL HIGH MEDIUM LoW INFO

Vulnerabilities Total: 13

SEVERITY \cl\;sos VPRSCORE EPSSSCORE PLUGIN NAME

N/A - - 45590 Common Platform Enumeration (CPE)

N/A - - 54615 Device Type

N/A - - 108804 Microsoft Exchange Server Detection (Uncredentialed)

N/A - - 11219 Nessus SYN scanner

N/A - - 19506 Nessus Scan Information

N/A - - 209654 OS Fingerprints Detected

N/A - - 11936 OS Identification

N/A - - 54580  SMTP Authentication Methods

N/A - - 108659 SMTP Host Information in NTLM SSP

N/A - - 10263 SMTP Server Detection

NA - - 22964 Service Detection

NA - - 25220 TCP/IP Timestamps Supported

N/A - - 10287  Traceroute Information

* indicates the v3.0 score was not

available; the v2.0 score is shown

145.14.166.227 6


https://www.tenable.com/plugins/nessus/45590
https://www.tenable.com/plugins/nessus/54615
https://www.tenable.com/plugins/nessus/108804
https://www.tenable.com/plugins/nessus/11219
https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/209654
https://www.tenable.com/plugins/nessus/11936
https://www.tenable.com/plugins/nessus/54580
https://www.tenable.com/plugins/nessus/108659
https://www.tenable.com/plugins/nessus/10263
https://www.tenable.com/plugins/nessus/22964
https://www.tenable.com/plugins/nessus/25220
https://www.tenable.com/plugins/nessus/10287

145.14.166.229

0 4
CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 25
SEVERITY cvss VPRSCORE EPSSSCORE PLUGIN  NAME
V3.0
6.5 - - 51192 SSL Certificate Cannot Be Trusted
6.5 - - 57582 SSL Self-Signed Certificate
6.5 - - 104743 TLS Version 1.0 Protocol Detection
6.5 - - 157288 TLS Version 1.1 Deprecated Protocol
N/A - - 45590 Common Platform Enumeration (CPE)
N/A - - 54615 Device Type
N/A - - 10092 FTP Server Detection
N/A - - 42149 FTP Service AUTH TLS Command Support
N/A - - 11219 Nessus SYN scanner
N/A - - 19506 Nessus Scan Information
N/A - - 209654 OS Fingerprints Detected
N/A - - 11936 0OS Identification
N/A - - 50845  OpensSSL Detection
N/A - - 277650 Remote Services Not Using Post-Quantum Ciphers
N/A - - 56984 SSL/TLS Versions Supported
N/A - - 10863 SSL Certificate Information
N/A - - 70544 SSL Cipher Block Chaining Cipher Suites Supported
N/A - - 21643 SSL Cipher Suites Supported
N/A - - 570471 SSL Perfect Forward Secrecy Cipher Suites Supported

145.14.166.229


https://www.tenable.com/plugins/nessus/51192
https://www.tenable.com/plugins/nessus/57582
https://www.tenable.com/plugins/nessus/104743
https://www.tenable.com/plugins/nessus/157288
https://www.tenable.com/plugins/nessus/45590
https://www.tenable.com/plugins/nessus/54615
https://www.tenable.com/plugins/nessus/10092
https://www.tenable.com/plugins/nessus/42149
https://www.tenable.com/plugins/nessus/11219
https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/209654
https://www.tenable.com/plugins/nessus/11936
https://www.tenable.com/plugins/nessus/50845
https://www.tenable.com/plugins/nessus/277650
https://www.tenable.com/plugins/nessus/56984
https://www.tenable.com/plugins/nessus/10863
https://www.tenable.com/plugins/nessus/70544
https://www.tenable.com/plugins/nessus/21643
https://www.tenable.com/plugins/nessus/57041

N/A 156899  SSL/TLS Recommended Cipher Suites
N/A 22964 Service Detection

N/A 25220 TCP/IP Timestamps Supported

N/A 121010 TLS Version 1.1 Protocol Detection
N/A 136318 TLS Version 1.2 Protocol Detection
N/A 10287  Traceroute Information

* indicates the v3.0 score was not
available; the v2.0 score is shown

145.14.166.229


https://www.tenable.com/plugins/nessus/156899
https://www.tenable.com/plugins/nessus/22964
https://www.tenable.com/plugins/nessus/25220
https://www.tenable.com/plugins/nessus/121010
https://www.tenable.com/plugins/nessus/136318
https://www.tenable.com/plugins/nessus/10287
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